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The Privacy Act 1988 (Privacy Act) was introduced to
promote and protect the privacy of individuals and to
regulate the processing of personal data for the Australian
Government and organisations with annual turnover of
more than $3 million. The Privacy Act includes 13 Australian
Privacy Principles (APPs), which apply to some private
sector organisations, as well as most Australian
Government agencies. These are collectively referred to as
‘APP entities. The Privacy Act also regulates the privacy
component of the consumer credit reporting system, tax file
numbers, and health and medical research.

Securaze SOLUTIONS FOR

Australian Government & Organisations to
Meet & Comply with Australia’s Privacy Law 

AUSTR ALIA
For a 30 day evaluation e-mail us at apac@securaze.com

The OAIC
The Office of the Australian Information Commissioner (OAIC) is responsible for the investigating breaches of APPs and credit reporting
provisions. The OAIC’s power includes accepting enforceable undertakings, seeking civil penalties in the case of serious or repeated
breaches of privacy. 


Privacy Act 1988 by OAIC

Act Description

S ec u r a z e S o l u tions

20J Destruction of pre-screening assessment  

Securaze Complete secure erasure solution supports
organization in erasing of personal information from all
types of HDD/SSD from PC, Laptop, Server, Storage, USB
drive, Mobile device and targeted files and folders when
no longer required. Our secure erasure process ensures
information will not be retrievable/recoverable preventing
potential data leakages. A tamper proof auditable erasure
report will be automatically generated. 



(1) If an entity has possession or control of a prescreening assessment, the entity must destroy the
assessment 
if: 
(a) the entity no longer needs the assessment for any
purpose for which it may be used or disclosed under
section20H;and  
(b) the entity is not required by or under an Australian law,
or a court/tribunal order, to retain the assessment.
 
Civil penalty: 1,000 penalty units.
 
(2) If the entity is an APP entity but not a credit reporting
body, Australian Privacy Principle 11.2 does not apply to
the entity in relation to the pre-screening assessment.


Securaze provides secure erasure solution for  
* non-volatile magnetic memory, such as hard disks 
* non-volatile semiconductor memory, such as flash cards
and solid state drives 
* volatile memory, such as random-access memory
sticks.
 
Upon completion of secure erasure, an audit report will
automatically be generated as proof of data erasure.  
Based on the latest penalty unit of a total of AUD 222,000
will enforced if there is no proper destruction of prescreening assessment.


Subdivision G—Dealing with credit reporting information after the retention period ends etc.

20V Destruction etc. of credit reporting information after
the retention period ends.  

(1) This section applies if: 
(a) a credit reporting body holds credit information about
an individual; and  
(b) the retention period for the information ends. 
Note: There is no retention period for identification
information or credit information of a kind referred to in
paragraph 6N(k). 
Destruction etc. of credit information
  

Securaze

Complete solution has the capability to target
laptop, PCs, Server, Storage, Mobile device and Files and
folders to be erased with an audit proof erasure report. 


Securaze File

can target the file which has the credit
reporting information after the retention period for the
information ends by listing the folder and folder directory
within the system to ensure secure erasure. 








(2) The credit reporting body must destroy the credit
information, or ensure that the information is deidentified, within 1 month after the retention period for the
information ends.
 
Civil penalty: 1,000 penalty units.  



Securaze solution is tested, certified, and approved by
global certification body such as TUV, ADISA, BSI and
Common Criteria with EAL2+ across all solution and
recognised by the Australian Cyber Security Centre
(ACSC). 



(3) Despite subsection (2), the credit reporting body must
neither destroy the credit information nor ensure that the
information is de-identified, if immediately before the
retention period ends: 
(a) there is a pending correction request in relation to the
information; or 
(b) there is a pending dispute in relation to the
information.
 
Civil penalty: 500 penalty units.
 
(4) Subsection (2) does not apply if the credit reporting
body is required by or under an Australian law, or a court/
tribunal order, to retain the credit information. 
Destruction etc. of CRB derived information 
(5) The credit reporting body must destroy any CRB
derived information about the individual that was derived
from the credit information, or ensure that the CRB
derived information is de-identified:  
(a) if: 
(i) the CRB derived information was derived from 2 or
more kinds of credit information; and 
(ii) the body is required to do a thing referred to in
subsection (2) to one of those kinds of credit information; 
at the same time that the body does that thing to that
credit information; or 
(b) otherwise—at the same time that the body is required
to do a thing referred to in subsection (2) to the credit
information from which the CRB derived information was
derived.
 
Civil penalty: 1,000 penalty units.
 
(6) Despite subsection (5), the credit reporting body must
neither destroy the CRB derived information nor ensure
that the information is de-identified, if immediately before
the retention period ends:


20Y Destruction of credit reporting information in cases of
fraud  
(1) This section applies if: 
(a) a credit reporting body holds credit reporting
information about an individual; and  
(b) the information relates to consumer credit that has
been provided by a credit provider to the individual, or a
person purporting to be the individual; and 
(c) the body is satisfied that: 
(i) the individual has been a victim of fraud (including
identity fraud); and
(ii) the consumer credit was provided as a result of that
fraud.      

Securaze File will securely erase files and folders of credit
reporting information to be destroyed and de-identified.
Securaze will automatically generate an erasure report
with details of file/data location erased. If specific data
has been shared with third parties and it needs to be
destroyed, Securaze File or Securaze Remote can be
deployment to execute remote erasure. Remote erasure
allows the data processing organization to process the
secure erasure of data at the third-party facility remotely.
Erasure report will be shared amongst the individual data
owner, organization that is processing the data and the
third party that holds the individual data as a proof when
providing a written notice on the erasure of the file/data. 



Destruction of credit reporting information 
(2) The credit reporting body must: 
(a) destroy the credit reporting information; and 
(b) within a reasonable period after the information is
destroyed: 
(i) give the individual a written notice that states that the
information has been destroyed and sets out the effect of
subsection (4); and 
(ii) give the credit provider a written notice that states that
the information has been destroyed.
 
Civil penalty: 1,000 penalty units.
 
(3) Subsection (2) does not apply if the credit reporting
body is required by or under an Australian law, or a court/
tribunal order, to retain the credit reporting information. 
Notification of destruction to third parties 
(4) If: 
(a) a credit reporting body destroys credit reporting
information about an individual under subsection (2); and 
(b) the body has previously disclosed the information to
one or more recipients under Subdivision D of this
Division; 
the body must, within a reasonable period after the
destruction, notify those recipients of the destruction and
the matters referred to in paragraph (1)(c).
 
Civil penalty: 500 penalty units.
 
(5) Subsection (4) does not apply if the credit reporting
body is required by or under an Australian law, or a court/
tribunal order, not to give the notification.


The ACSC
The Australian Cyber Security Centre (ACSC) has also released the Australian Government Information Security Manual to outline the
cyber security framework that organisation can apply, using their risk management framework, to protect their systems and data from
cyber threats. Under the Australian Government Information Security Manual there is 2 guideline Securaze helps; Guidelines for ICT
Equipment, Guidelines for Media & Guidelines for Physical Security.

Information Security Manual by ACSC

ISM Description

Securaze Solutions

Article 4 Personal information refers to various kinds of
information related to identified or identifiable natural
persons recorded by electronic or other means, excluding
the information processed anonymously. 



Securaze secure erasure solution supports organization
in erasing of personal information from all types of HDD/
SSD from PC, Laptop, Server, Storage, USB drive, Mobile
device and targeted files and folders when no longer
required. Our secure erasure process ensures information
will not be retrievable/recoverable preventing potential
data leakages. A tamper proof auditable erasure report
will be automatically generated.

Processing of personal information includes the
collection, storage, use, processing, transmission,
provision, publication, and erasure of personal
information. 











Guidelines for Physical Security

Securaze Complete solution address any data erasure

Securing ICT equipment and media



need from end points such as PCs, Laptop and Mobile
ICT equipment and media needs to be secured when not in

devices, to Data centers such as Servers and Storage.

use. This can be achieved by implementing one of the

Additionally, Securaze File enables secure data erasure of

following approaches:



selective files by the end of the data lifecycle of end of
data retention period. It can be configured via scripting to

* securing ICT equipment and media in an appropriate

erase several targeted files or folders such as Recycle Bin,

security container or secure room


free disk space and etc. Upon triggering of Windows

* using ICT equipment without hard drives and sanitising

events such as Windows Shut Down or Log Off this is a

memory at shut down


form of good data hygiene ensuring confidential data can

* encrypting hard drives of ICT equipment and sanitising

be removed automatically and on schedule basis.

memory at shut down

* sanitising memory of ICT equipment at shut down and
removing and securing any hard drives.



If none of the above approaches are feasible, organisation
may wish to minimise the potential impact of not securing
ICT equipment when not in use. This can be achieved by
preventing sensitive or classified data from being stored
on

hard

drives

(e.g.

by

storing

user

profiles

and

documents on network shares), removing temporary user
data at logoff, scrubbing virtual memory at shut down, and
sanitising memory at shut down. It should be noted though
that there is no guarantee that such measures will always
work

effectively

or

will

not

be

bypassed

due

to

circumstances such as an unexpected loss of power.
Therefore, hard drives in such cases will retain their
sensitivity or classification for the purposes of reuse,
reclassification, declassification, sanitisation, destruction
and disposal.


Guideline for ICT Equipment

Off-site maintenance and repairs



Organisation can choose Securaze Work to be utilised to
securely erase or sanitise the ICT equipment such as

Organisations choosing to have ICT equipment maintained

laptop, PC, Tablet, Server, Storage. Securaze Mobile will

or repaired off-site should be aware of requirements for

be used for erasure of Mobile Device and Tablet both on

the external company’s facilities to be approved to do so

iOS and Android prior to transportation and subsequent

based on the sensitivity or classification of the ICT

maintenance or repair activities off-site. By secure erasing

equipment.



or sanitising the ICT equipment on-premises, this will
prevent potential data leakages on-transit or human error

Organisations choosing to have ICT equipment maintained

during repair and maintenance off-site. 

or repaired off-site can sanitise the ICT equipment prior to
transport, and subsequent maintenance or repair
activities, to lower (depending on the types of media
involved) its handling requirements.

ICT equipment sanitisation and disposal processes and
procedures

 
 

Securaze

Complete

solution

addresses

any

secure

erasure need from end points such as PCs, laptop,
desktop, Mobile and tablet devices running on both iOS

When disposing of ICT equipment, any media in the ICT
equipment should be sanitised in situ or removed and
sanitised separately. Once any media has been sanitised
or removed, ICT equipment can be considered sanitised.
As such, the ICT equipment can then be declassified and
formally authorised for release into the public domain.

However, if media cannot be sanitised or removed, the ICT
equipment will need to be destroyed in its entirety.




.











and Android, to Data centers such as Server and Storage

In addition, removing labels and markings indicating the
classification, codewords, caveats, owner, system or
network details as part of the disposal process will ensure
ICT equipment does not display indications of its prior use
and draw undue attention.


Media typically found in ICT equipment includes:


* electrostatic memory devices, such as laser printer
cartridges used in multifunction devices (MFDs)

* non-volatile magnetic memory, such as hard disks

* non-volatile semiconductor memory, such as flash cards
and solid state drives

* volatile memory, such as random-access memory
sticks.

Securaze Complete solution addresses any secure
erasure need from end points such as PCs, laptop,
desktop, Mobile and tablet devices running on both iOS
and Android, to Data centers such as Server and Storage.



Securaze Work and Securaze Remote both will be ideal to
target the secure erasure or sanitization of media typically
found for both non-volatile magnetic memory, such as
hard disks, non-volatile semiconductor memory, such as
flash cards and solid state drives. Upon completion of
secure erasure or sanitisation a tamper proof erasure
report will be generated as proof of erasure success along
with detail information of ICT equipment information and
HDD/SSD serial number. 


Securaze solution is tested, certified, and approved by
global certification body such as TUV, ADISA, BSI and
Common Criteria with EAL2+ across all solution and
recognised by the Australian Cyber Security Centre
(ACSC). 


Securaze Work and Securaze Remote both will be ideal to
target the secure erasure or sanitization of media typically
found for both non-volatile magnetic memory, such as
hard disks, non-volatile semiconductor memory, such as
flash cards and solid state drives. Upon completion of
secure erasure or sanitisation a tamper proof erasure
report will be generated as proof of erasure success along
with detail information of ICT equipment information and
HDD/SSD serial number. 


Securaze solution is tested, certified, and approved by
global certification body such as TUV, ADISA, BSI and
Common Criteria with EAL2+ across all solution and
recognised by the Australian Cyber Security Centre
(ACSC). 
 

Guidelines for Media – Media Sanitisation

Media in ICT equipment
 

ICT equipment will often contain devices that are quite
small and may not be immediately recognisable as
memory. Examples of these include M.2 or Mini-Serial
Advanced Technology Attachment (mSATA) devices.
When sanitising M.2 or mSATA devices, the method for
non-volatile flash memory media sanitisation applies.
Generally, if a device offers persistent storage of data, it is
likely that the method for non-volatile flash memory
media sanitisation will apply.


Media sanitisation process and procedures


Sanitising media prior to reuse in a different environment
ensures that data is not inadvertently accessed by
unauthorised personnel or otherwise insufficiently
protected.









Securaze Work and Securaze Remote can target both the
M.2 or mSATA device either on-site erasure or remote
erasure when needed for remote locations. While doing
remote erasure Securaze Dashboard can control, monitor
and remote access for technical support. An extra feature
to benefit from a support perspective, Securaze Remote
has the capability to remote control the targeted machine
in the event the need of support assistance.

Securaze is certified with Common Criteria EAL 2+ for all
the product range and it is recognised by the Australian
Cyber Security Centre (ACSC). It is important to ensure all
media have been sanitised prior to reuse in a different
environment with Securaze Complete. Securaze has a
verification feature that runs after the erasure is
completed to ensure the secure erasure process is
completed successfully. Then an auditable erasure report
will be generated for every device and media sanitised to
confirm and proof the secure erasure or overwriting
process is completed successfully. 



Using approved methods provides a level of assurance
that no data will be left on media. The methods described
in these guidelines are designed not only to prevent
common data recovery practices but also to protect from
those that could emerge in the future.



When sanitising media, it is necessary to read back the
contents of the media to verify that the overwrite process
was completed successfully.


Non-volatile magnetic media sanitisation



Securaze Work and Securaze Remote has the ability to
reset media to their default state removing any host-

Both the host-protected area and device configuration

protected areas or device configuration overlays. This

overlay table of non-volatile magnetic media are normally

allows Securaze to see the entire contents of media during

not visible to an operating system or a computer’s basic

the subsequent sanitisation process based on the DoD or

input/output system. Therefore, any sanitisation of the

NIST 800-88r1 erasure standard. NIST 800-88r1 standard

readable sectors of media will not overwrite these hidden

has the Advanced Technology Attachment (ATA) secure

sectors leaving any data contained in these locations

erase command was built into the firmware of post-2001

untouched. Some sanitisation programs include the ability

media and is able to access sectors that have been added

to reset media to their default state removing any host-

to the g-list based on the NIST purge erasure standard

protected areas or device configuration overlays. This

available in Securaze.  



allows the sanitisation program to see the entire contents
of media during the subsequent sanitisation process.



Modern

non-volatile

magnetic

media

automatically

reallocates space for bad sectors at a hardware level.
These bad sectors are maintained in what is known as the
growth defects table or ‘g-list’. If data was stored in a
sector

that

sanitising

was

the

subsequently

media

will

not

added

to

overwrite

the
these

g-list,
non-

addressable bad sectors. While these sectors may be
considered bad by the media, quite often this is due to the
sectors no longer meeting expected performance norms
and not due to an inability to read/write to them. The
Advanced Technology Attachment (ATA) secure erase
command was built into the firmware of post-2001 media
and is able to access sectors that have been added to the
g-list.



Modern

non-volatile

magnetic

media

also

contain

a

primary defects table or ‘p-list’. The p-list contains a list of
bad sectors found during post-production processes. No
data is ever stored in sectors on the p-list as they are
inaccessible before the media is used for the first time.


Non-volatile flash memory media sanitisation
 

Securaze has the ability with NIST

P

urge erasure standard

to overwrite with random pattern twice as this will help
In non-volatile flash memory media, a technique known as

ensure that all memory blocks are overwritten to properly

wear levelling ensures that writes are distributed evenly

sanitise non-volatile flash memory media sanitisation.

 



across each memory block. This feature necessitates nonvolatile flash memory media being overwritten with a

Securaze

random pattern twice as this helps ensure that all memory

evaluation with TU , BSI, ADISA and

blocks are overwritten.
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arious make and model of flash media has

also been tested with our erasure solution to ensure that
all memory blocks are overwritten to meet the industry
standard.
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Guide to securing personal information

The OAIC has also released the ‘Guide to securing personal information’ (Guide) to provide guidance on the reasonable steps entities are
required to take under the Privacy Act 1988 (Cth) (Privacy Act) to protect the personal information they hold from misuse, interference,
loss, and from unauthorised access, modification or disclosure. It also includes guidance on the reasonable steps entities are required to
take to destroy or de-identify personal information that they hold once it is no longer needed (unless an exception applies).

Guide to securing personal information by ACSC

Law Description

Securaze Solutions

Destroying or de-identifying personal information  

11.22 An APP entity must take reasonable steps to destroy
personal information or ensure it is deidentified if it no
longer needs the information for any purpose for which it
may be used or disclosed under the APPs (APP 11.2).


Securaze Complete erasure solution allows personal
information to be de-identified when no longer in use on
the media and file level. Securaze Work and Securaze
Remote targets the erasure for laptop, PC, Tablets, USB
drive, External media, Server and Storage for both onsite
and also remotely respectively. As for Securaze Mobile
will be able to erase mobile device and Tablets running on
iOS and Android platform.


11.36 Personal information is destroyed when it can no
longer be retrieved. The steps that are reasonable for an
organisation to take to destroy personal information will
depend on whether the personal information is held in
hard copy or electronic form.


11.37 For example, for personal information held:  
*in hard copy, disposal through garbage or recycling
collection would not ordinarily constitute taking
reasonable steps to destroy the personal information,
unless the personal information had already been
destroyed through a process such as pulping, burning,
pulverising, disintegrating or shredding 
  
*in electronic form, reasonable steps will vary
depending on the kind of hardware used to store the
personal information. In some cases, it may be possible
to ‘sanitise’ the hardware to completely remove stored
personal information.[9] For hardware that cannot be
sanitised, reasonable steps must be taken to destroy the
personal information in another way, such as by
irretrievably destroying it. Where it is not possible to
irretrievably destroy personal information held in
electronic format, an organisation could instead comply
with APP 11.2 by taking reasonable steps to de-identify
the personal information  
  
*on a third party ’s hardware, such as cloud storage, where
the organisation has instructed the third party to
irretrievably destroy the personal information, reasonable
steps would include taking steps to verify that this has
occurred


ecuraze professional services - Gap Analysis is for
organization to identify the current destruction process
and the best practices based on industry standards and
Australian ISM guidelines. Securaze will provide the final
report finding to the organization based on the process to
improved based on the guideline from the governing law
and industry best practice. 

S

ecuraze Complete generate tamper proof and auditable
erasure reports for every erasure action execute to be
saved on Securaze Dashboard. Securaze Dashboard
allows centralised access to ensure the sensitisation
process is well managed within the organization.   
Securaze Complete includes Securaze Work and Securaze
Remote to allow onsite or remote erasure of asset consist
with media such as HDD and SSDs. It also includes
Securaze Mobile that allows erasure of mobile device and
Tablets that is running on both iOS and Android.   
In the event the destruction of personal information is
outsourced, it is advisable to secure erase the media
before transferring it to a third party to reduce risk of data
leak from human error or logistic risk from third party.

S

	


Penalty
Based on the latest release from OAIC 



6.8The maximum amounts of penalties, as outlined in s 56E V of the Competition and Consumer Act, are:
 

* For a body corporate, the greater of either: $10,000,000; the value of any benefit the relevant court has determined of the body
corporate, or anybody corporate related to it, obtained directly or indirectly that is reasonably attributable to the contravention,
multiplied by three; or if the court cannot determine the value of that benefit, 10% of the annual turnover of the body corporate during
the 12-month period ending at the end of the month in which the contravention happened or began.  

* For a person other than a body corporate, the maximum penalty amount is $500,000.


Conclusion
Why Securaze is the go-to secure data sanitization solution for your organisation?

Securaze is certified by Common Criteria E AL2+ level in Singapore by Cyber Security Agency of Singapore. The Common Criteria
Certification is recognised locally in Australia by the Australian Cyber Security Centre (ACSC). Securaze provides a ver y comprehensive
data sanitization solution from securely erasing PC, Laptop, Ser ver, Storage, Mobile device, Tablets up to file level. Securaze also provide
a ver y intuitive solution to ease operation and auditing process centrally and remotely. Remote erasure is also one of Securaze MVP
solution for WFH or the current dynamic work situation globally. 



A s shared as well, Securaze can meet and comply with the local regulation and compliance in Australia. A s part of data hygiene, data leak
prevention and risk mitigation, many overlooked the importance of data end of life. Hence ensuring data end of life is being erasure or deidentified is as important and protecting data during the life cycle. 


For questions or a 30 day evaluation e-mail us at apac@securaze.com

securaze.com
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